Results of system analysis

AVZ 4.30 http://z-oleg.com/secur/avz/
List of processes

	File name
	PID
	Description
	Copyright
	MD5
	Information 

	c:\windows\explorer.exe
Script: Quarantine, Delete, BC delete, Terminate
	2560
	Windows-Explorer
	© Microsoft Corporation. Alle Rechte vorbehalten.
	??
	2858.50 kb, rsAh,
created: 2008-05-30 16:34:33,
modified: 2008-01-19 09:33:10
Command line: 
C:\Windows\Explorer.EXE 

	InCDsrv.exe
Script: Quarantine, Delete, BC delete, Terminate
	1908
	 
	 
	??
	error getting file info
Command line: 

	c:\program files\java\jre1.6.0_06\bin\jusched.exe
Script: Quarantine, Delete, BC delete, Terminate
	2704
	Java(TM) Platform SE binary
	Copyright © 2004
	??
	141.39 kb, rsAh,
created: 2008-06-10 18:40:17,
modified: 2008-03-25 04:28:02
Command line: 
"C:\Program Files\Java\jre1.6.0_06\bin\jusched.exe" 

	LSSrvc.exe
Script: Quarantine, Delete, BC delete, Terminate
	580
	 
	 
	??
	error getting file info
Command line: 

	schedul2.exe
Script: Quarantine, Delete, BC delete, Terminate
	1812
	 
	 
	??
	error getting file info
Command line: 

	ULCDRSvr.exe
Script: Quarantine, Delete, BC delete, Terminate
	756
	 
	 
	??
	error getting file info
Command line: 

	WLanNetService.exe
Script: Quarantine, Delete, BC delete, Terminate
	1852
	 
	 
	??
	error getting file info
Command line: 

	Detected:36, recognized as trusted 30 


	Module name
	Handle
	Description
	Copyright
	MD5
	Used by processes 

	C:\Program Files\Java\jre1.6.0_06\bin\jusched.exe
Script: Quarantine, Delete, BC delete
	4194304
	Java(TM) Platform SE binary
	Copyright © 2004
	??
	2704 

	C:\PROGRA~1\COMMON~1\ULEADS~1\MPEG\MPEGacm.acm
Script: Quarantine, Delete, BC delete
	57606144
	Ulead MPEG1 Layer2 Audio ACM Driver
	Copyright (c)2004. Ulead Systems, Inc. All rights reserved.
	--
	2560 

	C:\PROGRA~1\COMMON~1\ULEADS~1\Vio\Dvacm.acm
Script: Quarantine, Delete, BC delete
	53280768
	Ulead DV Audio ACM Driver
	Copyright (c)1992-2002. Ulead Systems, Inc. All rights reserved.
	--
	2560 

	C:\PROGRA~1\SPYBOT~1\SDHelper.dll
Script: Quarantine, Delete, BC delete
	134873088
	SBSD IE Protection
	© 2000-2008 Safer Networking Limited. Alle Rechte vorbehalten.
	--
	2560 

	C:\Windows\system32\sirenacm.dll
Script: Quarantine, Delete, BC delete
	1516240896
	Messenger Audio Codec
	Copyright (C) 1997 - 2006 Microsoft Corporation
	--
	2560 

	Modules detected:173, recognized as trusted 168 


Kernel Space Modules Viewer

	Module
	Base address
	Size in memory
	Description
	Manufacturer 

	C:\Windows\System32\Drivers\dump_dumpata.sys
Script: Quarantine, Delete, BC delete
	8D2E9000
	00B000 (45056)
	
	

	C:\Windows\System32\Drivers\dump_msahci.sys
Script: Quarantine, Delete, BC delete
	8D2F4000
	00A000 (40960)
	
	

	C:\Windows\system32\drivers\InCDFs.sys
Script: Quarantine, Delete, BC delete
	8D15B000
	01A000 (106496)
	InCD File System Driver
	Copyright 2006 Nero AG and its licensors 

	C:\Windows\system32\drivers\InCDPass.sys
Script: Quarantine, Delete, BC delete
	8C94A000
	008000 (32768)
	Ahead RW Filter Driver
	Copyright 2006 Nero AG and its licensors 

	C:\Windows\System32\Drivers\InCDrec.SYS
Script: Quarantine, Delete, BC delete
	8D158000
	003000 (12288)
	InCD File System Recognizer
	Copyright 2006 Nero AG and its licensors 

	C:\Windows\system32\drivers\InCDRm.sys
Script: Quarantine, Delete, BC delete
	8C952000
	009000 (36864)
	Nero MRW Filter Driver
	Copyright 2006 Nero AG and its licensors 

	C:\Windows\System32\Drivers\PQNTDrv.SYS
Script: Quarantine, Delete, BC delete
	8D2BA000
	001000 (4096)
	PowerQuest Boot Mode Driver.
	Copyright(C) PowerQuest Corp. 1998-2002 

	C:\Windows\system32\DRIVERS\ssmdrv.sys
Script: Quarantine, Delete, BC delete
	8D278000
	006000 (24576)
	AVIRA SnapShot Driver
	Copyright © 1996-2007 AVIRA GmbH. All rights reserved. 

	Modules detected - 159, recognized as trusted - 151 


Services

	Service
	Description
	Status
	File
	Group
	Dependencies 

	AcrSch2Svc
Service: Stop, Delete, Disable
	Acronis Scheduler2 Service
	Running
	C:\Program Files\Common Files\Acronis\Schedule2\schedul2.exe
Script: Quarantine, Delete, BC delete
	 
	RpcSs 

	AVM WLAN Connection Service
Service: Stop, Delete, Disable
	AVM WLAN Connection Service
	Running
	C:\Program Files\avmwlanstick\WlanNetService.exe
Script: Quarantine, Delete, BC delete
	 
	  

	InCDsrv
Service: Stop, Delete, Disable
	InCD Helper
	Running
	C:\Program Files\Nero\Nero 7\InCD\InCDsrv.exe
Script: Quarantine, Delete, BC delete
	 
	  

	LightScribeService
Service: Stop, Delete, Disable
	LightScribeService Direct Disc Labeling Service
	Running
	C:\Program Files\Common Files\LightScribe\LSSrvc.exe
Script: Quarantine, Delete, BC delete
	 
	  

	Detected - 69, recognized as trusted - 65 


Drivers

	Service
	Description
	Status
	File
	Group
	Dependencies 

	InCDPass
Driver: Unload, Delete, Disable
	InCDPass
	Running
	C:\Windows\system32\drivers\InCDPass.sys
Script: Quarantine, Delete, BC delete
	PNP Filter
	  

	incdrm
Driver: Unload, Delete, Disable
	InCD Reader
	Running
	C:\Windows\system32\drivers\InCDRm.sys
Script: Quarantine, Delete, BC delete
	PnP Filter
	  

	PQNTDrv
Driver: Unload, Delete, Disable
	PQNTDrv
	Running
	C:\Windows\system32\Drivers\PQNTDrv.sys
Script: Quarantine, Delete, BC delete
	 
	  

	ssmdrv
Driver: Unload, Delete, Disable
	ssmdrv
	Running
	C:\Windows\system32\DRIVERS\ssmdrv.sys
Script: Quarantine, Delete, BC delete
	 
	  

	Detected - 78, recognized as trusted - 74 


Autoruns

	File name
	Status
	Startup method
	Description 

	C:\Program Files\Java\jre1.6.0_06\bin\jusched.exe
Script: Quarantine, Delete, BC delete
	Active
	Registry key
	HKEY_LOCAL_MACHINE, Software\Microsoft\Windows\CurrentVersion\Run, SunJavaUpdateSched 

	C:\ProgramData\Kaspersky Lab Tool\is-P5R47\is-P5R47.exe
Script: Quarantine, Delete, BC delete
	Active
	Registry key
	HKEY_LOCAL_MACHINE, Software\Microsoft\Windows\CurrentVersion\Run, is-P5R47 

	C:\Users\Default\Desktop\Malwarebytes' Anti-Malware\mbam.exe
Script: Quarantine, Delete, BC delete
	Active
	Registry key
	HKEY_LOCAL_MACHINE, Software\Microsoft\Windows\CurrentVersion\Run, Malwarebytes Anti-Malware Reboot 

	C:\Users\Public\Desktop\Kaspersky Lab Tool\is-V8FG3\is-V8FG3.exe
Script: Quarantine, Delete, BC delete
	Active
	Registry key
	HKEY_LOCAL_MACHINE, Software\Microsoft\Windows\CurrentVersion\Run, is-V8FG3 

	rdpclip
Script: Quarantine, Delete, BC delete
	Active
	Registry key
	HKEY_LOCAL_MACHINE, System\CurrentControlSet\Control\Terminal Server\Wds\rdpwd, StartupPrograms 

	Autoruns items detected - 25, recognized as trusted - 20 


Internet Explorer extension modules (BHOs, Toolbars ...)

	File name
	Type
	Description
	Manufacturer
	CLSID 

	
	BHO
	
	
	{02478D38-C3F9-4EFB-9B51-7695ECA05670}
Delete 

	C:\PROGRA~1\SPYBOT~1\SDHelper.dll
Script: Quarantine, Delete, BC delete
	BHO
	SBSD IE Protection
	© 2000-2008 Safer Networking Limited. Alle Rechte vorbehalten.
	{53707962-6F74-2D53-2644-206D7942484F}
Delete 

	C:\Program Files\Java\jre1.6.0_06\bin\ssv.dll
Script: Quarantine, Delete, BC delete
	BHO
	Java(TM) Platform SE binary
	Copyright © 2004
	{761497BB-D6F0-462C-B6EB-D4DAF1D92D43}
Delete 

	
	BHO
	
	
	{84B94901-3645-4D80-A6B7-4D0050B19455}
Delete 

	
	BHO
	
	
	{CD9B7762-DFBC-42B1-BB30-02A78287B456}
Delete 

	
	BHO
	
	
	{E9E027BF-C3F3-4022-8F6B-8F6D39A59684}
Delete 

	C:\Program Files\Java\jre1.6.0_06\bin\ssv.dll
Script: Quarantine, Delete, BC delete
	Extension module
	Java(TM) Platform SE binary
	Copyright © 2004
	{08B0E5C0-4FCB-11CF-AAA5-00401C608501}
Delete 

	D:\Preispiraten\preispiraten3ie.exe
Script: Quarantine, Delete, BC delete
	Extension module
	
	
	{350F4DA2-3886-4BB8-A1A8-D7F57B56DFFF}
Delete 

	
	Extension module
	
	
	{DFB852A3-47F8-48C4-A200-58CAB36FD2A2}
Delete 

	d:\Program Files\ICQ6\ICQ.exe
Script: Quarantine, Delete, BC delete
	Extension module
	ICQ Library
	Copyright (c) 1998-2007 ICQ, Inc.
	{E59EB121-F339-4851-A3BA-FE49C35617C2}
Delete 

	http://www.preispiraten.de/e/tr_ebdestart.pl?http://www.ebay.de
Script: Quarantine, Delete, BC delete
	Extension module
	
	
	{E79005A3-0F92-434B-9F7B-51131FC7168F}
Delete 

	Elements detected - 15, recognized as trusted - 4 


Windows Explorer extension modules

	File name
	Destination
	Description
	Manufacturer
	CLSID 

	%CommonProgramFiles%\System\Ole DB\oledb32.dll
Script: Quarantine, Delete, BC delete
	Microsoft Data Link
	
	
	{2206CDB2-19C1-11D1-89E0-00C04FD7A829} 

	
	lnkfile
	
	
	{00020d75-0000-0000-c000-000000000046} 

	
	Color Control Panel Applet
	
	
	{b2c761c6-29bc-4f19-9251-e6195265baf1} 

	
	Add New Hardware
	
	
	{7A979262-40CE-46ff-AEEE-7884AC3B6136} 

	
	Get Programs Online
	
	
	{3e7efb4c-faf1-453d-89eb-56026875ef90} 

	
	Taskbar and Start Menu
	
	
	{0DF44EAA-FF21-4412-828E-260A8728E7F1} 

	
	ActiveDirectory Folder
	
	
	{1b24a030-9b20-49bc-97ac-1be4426f9e59} 

	
	ActiveDirectory Folder
	
	
	{34449847-FD14-4fc8-A75A-7432F5181EFB} 

	
	Sam Account Folder
	
	
	{C8494E42-ACDD-4739-B0FB-217361E4894F} 

	
	Sam Account Folder
	
	
	{E29F9716-5C08-4FCD-955A-119FDB5A522D} 

	
	Control Panel command object for Start menu
	
	
	{5399E694-6CE5-4D6C-8FCE-1D8870FDCBA0} 

	
	Default Programs command object for Start menu
	
	
	{E44E5D18-0652-4508-A4E2-8A090067BCB0} 

	
	Folder Options
	
	
	{6dfd7c5c-2451-11d3-a299-00c04f8ef6af} 

	
	Explorer Query Band
	
	
	{2C2577C2-63A7-40e3-9B7F-586602617ECB} 

	
	View Available Networks
	
	
	{38a98528-6cbf-4ca9-8dc0-b1e1d10f7b1b} 

	%CommonProgramFiles%\System\wab32.dll
Script: Quarantine, Delete, BC delete
	Windows Contact Preview Handler
	
	
	{13D3C4B8-B179-4ebb-BF62-F704173E7448} 

	
	Contacts folder
	
	
	{0F8604A5-4ECE-4DE1-BA7D-CF10F8AA4F48} 

	%CommonProgramFiles%\System\wab32.dll
Script: Quarantine, Delete, BC delete
	.group shell extension handler
	
	
	{4F58F63F-244B-4c07-B29F-210BE59BE9B4} 

	%CommonProgramFiles%\System\wab32.dll
Script: Quarantine, Delete, BC delete
	.contact shell extension handler
	
	
	{8082C5E6-4C27-48ec-A809-B8E1122E8F97} 

	%CommonProgramFiles%\System\wab32.dll
Script: Quarantine, Delete, BC delete
	group_wab_auto_file
	
	
	{16C2C29D-0E5F-45f3-A445-03E03F587B7D} 

	%CommonProgramFiles%\System\wab32.dll
Script: Quarantine, Delete, BC delete
	contact_wab_auto_file
	
	
	{CF67796C-F57F-45F8-92FB-AD698826C602} 

	
	Windows Firewall
	
	
	{4026492f-2f69-46b8-b9bf-5654fc07e423} 

	
	Problem Reports and Solutions
	
	
	{fcfeecae-ee1b-4849-ae50-685dcf7717ec} 

	
	iSCSI Initiator
	
	
	{a304259d-52b8-4526-8b1a-a1d6cecc8243} 

	
	.cab or .zip files
	
	
	{911051fa-c21c-4246-b470-070cd8df6dc4} 

	
	Windows Search Shell Service
	
	
	{da67b8ad-e81b-4c70-9b91b417b5e33527} 

	
	Microsoft.ScannersAndCameras
	
	
	{00f2886f-cd64-4fc9-8ec5-30ef6cdbe8c3} 

	"C:\Windows\System32\rundll32.exe" "C:\Program Files\\Windows Photo Gallery\PhotoViewer.dll",ImageView_COMServer {9D687A4C-1404-41ef-A089-883B6FBECDE6}
Script: Quarantine, Delete, BC delete
	Windows Photo Gallery Viewer Autoplay Handler
	
	
	{9D687A4C-1404-41ef-A089-883B6FBECDE6} 

	
	Windows Sidebar Properties
	
	
	{37efd44d-ef8d-41b1-940d-96973a50e9e0} 

	
	Windows Features
	
	
	{67718415-c450-4f3c-bf8a-b487642dc39b} 

	
	Windows Defender
	
	
	{d8559eb9-20c0-410e-beda-7ed416aecc2a} 

	
	Mobility Center Control Panel
	
	
	{5ea4f148-308c-46d7-98a9-49041b1dd468} 

	%CommonProgramFiles%\microsoft shared\ink\TipBand.dll
Script: Quarantine, Delete, BC delete
	Tablet PC Input Panel
	
	
	{15D633E2-AD00-465b-9EC7-F56B7CDF8E27} 

	"C:\Program Files\\Windows Media Player\wmprph.exe"
Script: Quarantine, Delete, BC delete
	Windows Media Player Rich Preview Handler
	
	
	{031EE060-67BC-460d-8847-E4A7C5E45A27} 

	
	User Accounts
	
	
	{7A9D77BD-5403-11d2-8785-2E0420524153} 

	
	Shell Extension for Malware scanning
	
	
	{45AC2688-0253-4ED8-97DE-B5370FA7D48A} 

	C:\PROGRA~1\Yahoo!\Common\ymmapi.dll
Script: Quarantine, Delete, BC delete
	Yahoo! Mail
	YMMAPI Module
	Copyright © 2001-2006 Yahoo! Inc.
	{5464D816-CF16-4784-B9F3-75C0DB52B499} 

	
	{CAE3251E-9B15-4810-B268-852AD9792A59}
	
	
	InCDShellExt extension 

	
	{B3D9AEDE-B2C3-406d-A254-6BE07767B08B}
	
	
	InCDUdfPerm extension 

	C:\Program Files\Real\RealPlayer\rpshell.dll
Script: Quarantine, Delete, BC delete
	Shell Extensions for RealOne Player
	RealPlayer Shell Extensions
	Copyright © RealNetworks, Inc. 2001-2007
	{F0CB00CD-5A07-4D91-97F5-A8C92CDA93E4} 

	Elements detected - 289, recognized as trusted - 249 


Printing system extensions (print monitors, providers)

	File name
	Type
	Name
	Description
	Manufacturer 

	Elements detected - 0, recognized as trusted - 0 


Task Scheduler jobs

	File name
	Job name
	Job status
	Description
	Manufacturer 

	Elements detected - 0, recognized as trusted - 0 


SPI/LSP settings

Namespace providers (NSP) 
	Manufacturer
	Status
	EXE file
	Description
	GUID 

	Detected - 0, recognized as trusted - 0 


Transport protocol providers (TSP, LSP) 
	Manufacturer
	EXE file
	Description 

	Detected - 0, recognized as trusted - 0 


Results of automatic SPI settings check 
LSP settings checked. No errors detected

	


TCP/UDP ports

	Port
	Status
	Remote Host
	Remote Port
	Application
	Notes 

	TCP ports 

	135
	LISTENING
	0.0.0.0
	0
	[0]  
	  
	

	445
	LISTENING
	0.0.0.0
	0
	[0]  
	  
	

	5357
	LISTENING
	0.0.0.0
	0
	[0]  
	  
	

	49152
	LISTENING
	0.0.0.0
	0
	[0]  
	  
	

	49153
	LISTENING
	0.0.0.0
	0
	[0]  
	  
	

	49154
	LISTENING
	0.0.0.0
	0
	[0]  
	  
	

	49155
	LISTENING
	0.0.0.0
	0
	[0]  
	  
	

	49156
	LISTENING
	0.0.0.0
	0
	[0]  
	  
	

	UDP ports 

	123
	LISTENING
	--
	--
	[0]  
	  
	

	500
	LISTENING
	--
	--
	[0]  
	  
	

	1900
	LISTENING
	--
	--
	[0]  
	  
	

	3702
	LISTENING
	--
	--
	[0]  
	  
	

	3702
	LISTENING
	--
	--
	[0]  
	  
	

	4500
	LISTENING
	--
	--
	[0]  
	  
	

	49152
	LISTENING
	--
	--
	[0]  
	  
	

	49158
	LISTENING
	--
	--
	[0]  
	  
	


Downloaded Program Files (DPF)

	File name
	Description
	Manufacturer
	CLSID
	Source URL 

	C:\Windows\system32\Macromed\Flash\Flash9f.ocx
Script: Quarantine, Delete, BC delete
	Adobe Flash Player 9.0 r124
	Adobe® Flash® Player. Copyright © 1996-2007 Adobe Systems Incorporated. All Rights Reserved. Protected by U.S. Patent 6,879,327; Patents Pending in the United States and other countries. Adobe and Flash are either trademarks or registered trademarks in the United States and/or other countries.
	{D27CDB6E-AE6D-11CF-96B8-444553540000}
Delete
	http://fpdownload2.macromedia.com/get/shockwave/cabs/flash/swflash.cab 

	Elements detected - 1, recognized as trusted - 0 


Control Panel Applets (CPL)

	File name
	Description
	Manufacturer 

	C:\Windows\system32\PhysX.cpl
Script: Quarantine, Delete, BC delete
	AGEIA PhysX System Tray Applet
	Copyright (C) 2006 AGEIA Technologies, Inc. 

	Elements detected - 21, recognized as trusted - 20 


Active Setup

	File name
	Description
	Manufacturer
	CLSID 

	Elements detected - 9, recognized as trusted - 9 


HOSTS file

	Hosts file record 

	127.0.0.1       localhost


Protocols and handlers

	File name
	Type
	Description
	Manufacturer
	CLSID 

	mscoree.dll
Script: Quarantine, Delete, BC delete
	Protocol
	Microsoft .NET Runtime Execution Engine ()
	© Microsoft Corporation. All rights reserved.
	{1E66F26B-79EE-11D2-8710-00C04F79ED0D} 

	mscoree.dll
Script: Quarantine, Delete, BC delete
	Protocol
	Microsoft .NET Runtime Execution Engine ()
	© Microsoft Corporation. All rights reserved.
	{1E66F26B-79EE-11D2-8710-00C04F79ED0D} 

	mscoree.dll
Script: Quarantine, Delete, BC delete
	Protocol
	Microsoft .NET Runtime Execution Engine ()
	© Microsoft Corporation. All rights reserved.
	{1E66F26B-79EE-11D2-8710-00C04F79ED0D} 

	Elements detected - 18, recognized as trusted - 15 


Suspicious objects

	File
	Description
	Type 

	C:\Windows\Installer\c014de.msi
Script: Quarantine, Delete, BC delete
	Suspicion by File scanner
	Suspicion for AdvWare.Win32.Vapsup.bsz ( 00489F1A 08CD5FC5 001C13F0 001FD6D9 81920) 

	C:\Windows\Installer\{AA2E6BFE-4351-481C-A720-47CB3506570B}\ACDSeeDesktopShortcu_AE80641A0C8D4670A518B4EC154B1027.exe
Script: Quarantine, Delete, BC delete
	Suspicion by File scanner
	Suspicion for AdvWare.Win32.Vapsup.bsz ( 00489F1A 08CD5FC5 001C13F0 001FD6D9 81920) 

	C:\Windows\Installer\{AA2E6BFE-4351-481C-A720-47CB3506570B}\ACDSeePMShortcut_AE80641A0C8D4670A518B4EC154B1027.exe
Script: Quarantine, Delete, BC delete
	Suspicion by File scanner
	Suspicion for AdvWare.Win32.Vapsup.bsz ( 00489F1A 08CD5FC5 001C13F0 001FD6D9 81920) 

	C:\Windows\Installer\{AA2E6BFE-4351-481C-A720-47CB3506570B}\ARPPRODUCTICON.exe
Script: Quarantine, Delete, BC delete
	Suspicion by File scanner
	Suspicion for AdvWare.Win32.Vapsup.bsz ( 00489F1A 08CD5FC5 001C13F0 001FD6D9 81920) 


