Irdvxc.exe

Complete scanning result of "aus.irdvxc.exe.aus", received in VirusTotal at 01.28.2007, 17:30:04 (CET).

	Antivirus
	Version
	Update
	Result

	AntiVir
	7.3.0.32
	01.27.2007
	TR/Crypt.XPACK.Gen

	Authentium
	4.93.8
	01.26.2007
	no virus found

	Avast
	4.7.936.0
	01.27.2007
	no virus found

	AVG
	386
	01.28.2007
	Worm/Allaple.D

	BitDefender
	7.2
	01.28.2007
	Worm.Allaple.A

	CAT-QuickHeal
	9.00
	01.27.2007
	(Suspicious) - DNAScan

	ClamAV
	devel-20060426
	01.28.2007
	no virus found

	DrWeb
	4.33
	01.28.2007
	Trojan.Starman

	eSafe
	7.0.14.0
	01.26.2007
	Suspicious Trojan/Worm

	eTrust-InoculateIT
	23.73.126
	01.27.2007
	no virus found

	eTrust-Vet
	30.3.3353
	01.27.2007
	no virus found

	Ewido
	4.0
	01.28.2007
	no virus found

	Fortinet
	2.85.0.0
	01.28.2007
	suspicious

	F-Prot
	4.2.1.29
	01.26.2007
	no virus found

	Ikarus
	T3.1.0.27
	01.28.2007
	no virus found

	Kaspersky
	4.0.2.24
	01.28.2007
	Net-Worm.Win32.Allaple.d

	McAfee
	4950
	01.26.2007
	W32/RAHack

	Microsoft
	1.2101
	01.28.2007
	Exploit:Win32/MS06-040

	NOD32v2
	2014
	01.28.2007
	a variant of Win32/Allaple.D

	Norman
	5.80.02
	01.26.2007
	no virus found

	Panda
	9.0.0.4
	01.28.2007
	no virus found

	Prevx1
	V2
	01.28.2007
	no virus found

	Sophos
	4.13.0
	01.28.2007
	Mal/Packer

	Sunbelt
	2.2.907.0
	01.26.2007
	no virus found

	TheHacker
	6.0.3.159
	01.28.2007
	no virus found

	UNA
	1.83
	01.26.2007
	no virus found

	VBA32
	3.11.2
	01.28.2007
	suspected of Backdoor.xBot.1 (paranoid heuristics)

	VirusBuster
	4.3.19:9
	01.28.2007
	Worm.Allaple.Gen


	Aditional Information

	File size: 57344 bytes

	MD5: b2531c1838ea973bcf6ab73f7eb39b92

	SHA1: 2df7d69139cf7ab34b40d5e77cae5d468934c7f0


Urdvxc.exe

omplete scanning result of "aus.urdvxc.exe.aus", received in VirusTotal at 01.28.2007, 17:50:35 (CET).

	Antivirus
	Version
	Update
	Result

	AntiVir
	7.3.0.32
	01.27.2007
	TR/Crypt.XPACK.Gen

	Authentium
	4.93.8
	01.26.2007
	W32/Allaple.C

	Avast
	4.7.936.0
	01.27.2007
	no virus found

	AVG
	386
	01.28.2007
	Worm/Allaple.A

	BitDefender
	7.2
	01.28.2007
	Worm.Allaple.A

	CAT-QuickHeal
	9.00
	01.27.2007
	(Suspicious) - DNAScan

	ClamAV
	devel-20060426
	01.28.2007
	no virus found

	DrWeb
	4.33
	01.28.2007
	Trojan.Starman

	eSafe
	7.0.14.0
	01.26.2007
	Suspicious Trojan/Worm

	eTrust-InoculateIT
	23.73.126
	01.27.2007
	Win32/Mallar!Trojan

	eTrust-Vet
	30.3.3353
	01.27.2007
	Win32/Mallar.G

	Ewido
	4.0
	01.28.2007
	no virus found

	Fortinet
	2.85.0.0
	01.28.2007
	no virus found

	F-Prot
	4.2.1.29
	01.26.2007
	W32/Allaple.C

	Ikarus
	T3.1.0.27
	01.28.2007
	Worm.Win32.Allaple.a

	Kaspersky
	4.0.2.24
	01.28.2007
	Net-Worm.Win32.Allaple.b

	McAfee
	4950
	01.26.2007
	W32/RAHack

	Microsoft
	1.2101
	01.28.2007
	no virus found

	NOD32v2
	2014
	01.28.2007
	a variant of Win32/Allaple.B

	Norman
	5.80.02
	01.26.2007
	W32/Malware

	Panda
	9.0.0.4
	01.28.2007
	no virus found

	Prevx1
	V2
	01.28.2007
	no virus found

	Sophos
	4.13.0
	01.28.2007
	Mal/Packer

	Sunbelt
	2.2.907.0
	01.26.2007
	no virus found

	TheHacker
	6.0.3.159
	01.28.2007
	no virus found

	UNA
	1.83
	01.26.2007
	no virus found

	VBA32
	3.11.2
	01.28.2007
	no virus found

	VirusBuster
	4.3.19:9
	01.28.2007
	Worm.Allaple.Gen


	Aditional Information

	File size: 57856 bytes

	MD5: ed875840dca09b601db94b731205ebc3

	SHA1: 77d49332647bf23771de0c0a8911ca51828dd1fc

	norman sandbox: [ General information ]
* **IMPORTANT: PLEASE SEND THE SCANNED FILE TO: ANALYSIS@NORMAN.NO - REMEMBER TO ENCRYPT IT (E.G. ZIP WITH PASSWORD)**.
* File length: 57856 bytes.

[ Changes to filesystem ]
* Creates file C:WINDOWSSYSTEM32urdvxc.exe.
* Modifies HTML files.

[ Changes to registry ]
* Creates key "HKCRCLSID{EDFE42DB-520D-3376-A5C0-CF95929CCC70}".
* Sets value "default"="lvehvjlxtstjsjst" in key "HKCRCLSID{EDFE42DB-520D-3376-A5C0-CF95929CCC70}".
* Creates key "HKCRCLSID{EDFE42DB-520D-3376-A5C0-CF95929CCC70}LocalServer32".
* Sets value "default"="c:sample.exe" in key "HKCRCLSID{EDFE42DB-520D-3376-A5C0-CF95929CCC70}LocalServer32".
* Creates key "HKCRCLSID{15CB33A0-12D1-0735-FA99-17F9128BA632}".
* Sets value "default"="ehstnlklxstjlstj" in key "HKCRCLSID{15CB33A0-12D1-0735-FA99-17F9128BA632}".
* Creates key "HKCRCLSID{15CB33A0-12D1-0735-FA99-17F9128BA632}LocalServer32".
* Sets value "default"="C:WINDOWSSYSTEM32urdvxc.exe" in key "HKCRCLSID{15CB33A0-12D1-0735-FA99-17F9128BA632}LocalServer32".

[ Process/window information ]
* Creates a mutex jhdheddfffffhjk5trh.


