Spyware Scan Details
Start Date: 29.05.2006 15:49:32
End Date: 29.05.2006 17:36:58
Total Time: 1 hrs 47 mins 26 secs 

Detected spyware

HotSearchbar Browser Plug-in  more information...
Details: HotSearchbar, a variant of ILookup, consists of an Internet Explorer toolbar and search box. It may spawn pop-up advertising on the user's desktop.
Status: Deleted

Infected files detected
d:\windows\system32\cache32_hsrb\100hsrb.bin

Infected registry entries detected
HKEY_CLASSES_ROOT\clsid\{2490A770-D039-4B60-A94D-AD22F9AC605B} 
HKEY_CLASSES_ROOT\clsid\{2490A770-D039-4B60-A94D-AD22F9AC605B}\InprocServer32 D:\WINDOWS\System32\hsrb.dll
HKEY_CLASSES_ROOT\clsid\{2490A770-D039-4B60-A94D-AD22F9AC605B}\InprocServer32 ThreadingModel Apartment
HKEY_CLASSES_ROOT\clsid\{2490A770-D039-4B60-A94D-AD22F9AC605B}\ProgID dsktrf.amo.1
HKEY_CLASSES_ROOT\clsid\{2490A770-D039-4B60-A94D-AD22F9AC605B}\TypeLib {B5921564-CA50-4D36-A088-FCA56EB57812}
HKEY_CLASSES_ROOT\clsid\{2490A770-D039-4B60-A94D-AD22F9AC605B}\VersionIndependentProgID dsktrf.amo
HKEY_CLASSES_ROOT\clsid\{2490A770-D039-4B60-A94D-AD22F9AC605B} amo Class
HKEY_CURRENT_USER\Software\_hsrb 
HKEY_CURRENT_USER\Software\_hsrb\kkws Home Business 31
HKEY_CURRENT_USER\Software\_hsrb\kkws Internet 32
HKEY_CURRENT_USER\Software\_hsrb\kkws Movies 33
HKEY_CURRENT_USER\Software\_hsrb\kkws Anti Virus 35
HKEY_CURRENT_USER\Software\_hsrb\kkws Spyware Remover 36
HKEY_CURRENT_USER\Software\_hsrb\kkws News 37
HKEY_CURRENT_USER\Software\_hsrb\kkws Hosting 38
HKEY_CURRENT_USER\Software\_hsrb\kkws Checks 39
HKEY_CURRENT_USER\Software\_hsrb\kkws Airline Tickets 40
HKEY_CURRENT_USER\Software\_hsrb\kkws MP3 41
HKEY_CURRENT_USER\Software\_hsrb\kkws Viagra 42
HKEY_CURRENT_USER\Software\_hsrb\kkws Cars 43
HKEY_CURRENT_USER\Software\_hsrb\kkws Jobs 44
HKEY_CURRENT_USER\Software\_hsrb\kkws personals 48
HKEY_CURRENT_USER\Software\_hsrb\kkws dell 49
HKEY_CURRENT_USER\Software\_hsrb\kkws mobile 50
HKEY_CURRENT_USER\Software\_hsrb\kkws ring tones 50
HKEY_CURRENT_USER\Software\_hsrb\kkws screensaver 50
HKEY_CURRENT_USER\Software\_hsrb\kkws adult movies 51
HKEY_CURRENT_USER\Software\_hsrb\kkws amateurs 52
HKEY_CURRENT_USER\Software\_hsrb\kkws visa 53
HKEY_CURRENT_USER\Software\_hsrb\kkws online casino 34
HKEY_CURRENT_USER\Software\_hsrb\kkws gambling 34
HKEY_CURRENT_USER\Software\_hsrb\kkws britney spears 8
HKEY_CURRENT_USER\Software\_hsrb\kkws mona lisa 8
HKEY_CURRENT_USER\Software\_hsrb\kkws anna nicole smith 8
HKEY_CURRENT_USER\Software\_hsrb\kkws lindsay lohan 8
HKEY_CURRENT_USER\Software\_hsrb\kkws pamela anderson 8
HKEY_CURRENT_USER\Software\_hsrb\kkws jennifer garner 8
HKEY_CURRENT_USER\Software\_hsrb\kkws brooke burke 8
HKEY_CURRENT_USER\Software\_hsrb\kkws tara reid 8
HKEY_CURRENT_USER\Software\_hsrb\kkws jennifer aniston 8
HKEY_CURRENT_USER\Software\_hsrb\kkws j. lo 8
HKEY_CURRENT_USER\Software\_hsrb\kkws angelina jolie 8
HKEY_CURRENT_USER\Software\_hsrb\kkws christina aguilera 8
HKEY_CURRENT_USER\Software\_hsrb\kkws carmen electra 8
HKEY_CURRENT_USER\Software\_hsrb\kkws torrie wilson 8
HKEY_CURRENT_USER\Software\_hsrb\kkws hilary duff 8
HKEY_CURRENT_USER\Software\_hsrb\kkws jessica simpson 8
HKEY_CURRENT_USER\Software\_hsrb\kkws michelle vieth 8
HKEY_CURRENT_USER\Software\_hsrb\kkws janet jackson 8
HKEY_CURRENT_USER\Software\_hsrb\kkws eva longoria 8
HKEY_CURRENT_USER\Software\_hsrb\kkws nicolette sheridan 8
HKEY_CURRENT_USER\Software\_hsrb\kkws beyonce 8
HKEY_CURRENT_USER\Software\_hsrb\kkws krista allen 8
HKEY_CURRENT_USER\Software\_hsrb\kkws teri hatcher 8
HKEY_CURRENT_USER\Software\_hsrb\kkws ashlee simpson 8
HKEY_CURRENT_USER\Software\_hsrb\kkws natalie portman 8
HKEY_CURRENT_USER\Software\_hsrb\kkws the olsen twins 8
HKEY_CURRENT_USER\Software\_hsrb\kkws ashley 8
HKEY_CURRENT_USER\Software\_hsrb\kkws mary-kate 8
HKEY_CURRENT_USER\Software\_hsrb\kkws amber frey 8
HKEY_CURRENT_USER\Software\_hsrb\kkws sex 4
HKEY_CURRENT_USER\Software\_hsrb\kkws video 4
HKEY_CURRENT_USER\Software\_hsrb\kkws cum 4
HKEY_CURRENT_USER\Software\_hsrb\kkws pussy 10
HKEY_CURRENT_USER\Software\_hsrb\kkws poker 7
HKEY_CURRENT_USER\Software\_hsrb\kkws roulette 15
HKEY_CURRENT_USER\Software\_hsrb\kkws blackjack 15
HKEY_CURRENT_USER\Software\_hsrb\kkws adware 16
HKEY_CURRENT_USER\Software\_hsrb\kkws south beach diet 17
HKEY_CURRENT_USER\Software\_hsrb\kkws lose weight 17
HKEY_CURRENT_USER\Software\_hsrb\kkws atkins diet 17
HKEY_CURRENT_USER\Software\_hsrb\kkws zone diet 17
HKEY_CURRENT_USER\Software\_hsrb\kkws weight watchers 17
HKEY_CURRENT_USER\Software\_hsrb\kkws superbowl 20
HKEY_CURRENT_USER\Software\_hsrb\kkws football 20
HKEY_CURRENT_USER\Software\_hsrb\kkws sports 20
HKEY_CURRENT_USER\Software\_hsrb\kkws olympics 20
HKEY_CURRENT_USER\Software\_hsrb\kkws baseball 20
HKEY_CURRENT_USER\Software\_hsrb\kkws baseballs 20
HKEY_CURRENT_USER\Software\_hsrb\kkws college football 20
HKEY_CURRENT_USER\Software\_hsrb\kkws nascar 20
HKEY_CURRENT_USER\Software\_hsrb\kkws nba 20
HKEY_CURRENT_USER\Software\_hsrb\kkws nfl 20
HKEY_CURRENT_USER\Software\_hsrb\kkws super bowl 20
HKEY_CURRENT_USER\Software\_hsrb\kkws mlb 20
HKEY_CURRENT_USER\Software\_hsrb\kkws mardi gras 21
HKEY_CURRENT_USER\Software\_hsrb\kkws girls 22
HKEY_CURRENT_USER\Software\_hsrb\kkws new england 22
HKEY_CURRENT_USER\Software\_hsrb\kkws casino 24
HKEY_CURRENT_USER\Software\_hsrb\kkws lesbian 24
HKEY_CURRENT_USER\Software\_hsrb\kkws eagles 24
HKEY_CURRENT_USER\Software\_hsrb\kkws patriots 18
HKEY_CURRENT_USER\Software\_hsrb\kkws spyware 25
HKEY_CURRENT_USER\Software\_hsrb\kkws tits 25
HKEY_CURRENT_USER\Software\_hsrb\kkws 40 31
HKEY_CURRENT_USER\Software\_hsrb\kkws 4u 32
HKEY_CURRENT_USER\Software\_hsrb\kkws a 33
HKEY_CURRENT_USER\Software\_hsrb\kkws about 34
HKEY_CURRENT_USER\Software\_hsrb\kkws act 35
HKEY_CURRENT_USER\Software\_hsrb\kkws action 36
HKEY_CURRENT_USER\Software\_hsrb\kkws actor 37
HKEY_CURRENT_USER\Software\_hsrb\kkws actors 38
HKEY_CURRENT_USER\Software\_hsrb\kkws actress 39
HKEY_CURRENT_USER\Software\_hsrb\kkws actresses 40
HKEY_CURRENT_USER\Software\_hsrb\kkws acts 41
HKEY_CURRENT_USER\Software\_hsrb\kkws ad 42
HKEY_CURRENT_USER\Software\_hsrb\kkws adam 43
HKEY_CURRENT_USER\Software\_hsrb\kkws adams 44
HKEY_CURRENT_USER\Software\_hsrb\kkws ads 45
HKEY_CURRENT_USER\Software\_hsrb\kkws adult 46
HKEY_CURRENT_USER\Software\_hsrb\kkws adultcheck 47
HKEY_CURRENT_USER\Software\_hsrb\kkws adultcheckgold 48
HKEY_CURRENT_USER\Software\_hsrb\kkws adultcontent 49
HKEY_CURRENT_USER\Software\_hsrb\kkws adulterywives 50
HKEY_CURRENT_USER\Software\_hsrb\kkws adult l 51
HKEY_CURRENT_USER\Software\_hsrb\kkws adultmovies 52
HKEY_CURRENT_USER\Software\_hsrb\kkws adultnetcam 53
HKEY_CURRENT_USER\Software\_hsrb\kkws adults 54
HKEY_CURRENT_USER\Software\_hsrb\kkws adultsex 55
HKEY_CURRENT_USER\Software\_hsrb\kkws adultvideochat 56
HKEY_CURRENT_USER\Software\_hsrb\kkws adultxxx 57
HKEY_CURRENT_USER\Software\_hsrb\kkws adventures 58
HKEY_CURRENT_USER\Software\_hsrb\kkws advertising 59
HKEY_CURRENT_USER\Software\_hsrb\kkws aerobics 60
HKEY_CURRENT_USER\Software\_hsrb\kkws affiliate 61
HKEY_CURRENT_USER\Software\_hsrb\kkws affiliates 62
HKEY_CURRENT_USER\Software\_hsrb\kkws affleck 63
HKEY_CURRENT_USER\Software\_hsrb\kkws african 64
HKEY_CURRENT_USER\Software\_hsrb\kkws age 65
HKEY_CURRENT_USER\Software\_hsrb\kkws agencies 66
HKEY_CURRENT_USER\Software\_hsrb\kkws agulera 67
HKEY_CURRENT_USER\Software\_hsrb\kkws aids 68
HKEY_CURRENT_USER\Software\_hsrb\kkws air 69
HKEY_CURRENT_USER\Software\_hsrb\kkws alicia 70
HKEY_CURRENT_USER\Software\_hsrb\kkws all 71
HKEY_CURRENT_USER\Software\_hsrb\kkws allen 72
HKEY_CURRENT_USER\Software\_hsrb\kkws alt.sex.exhibitionism 73
HKEY_CURRENT_USER\Software\_hsrb\kkws alt.sex.voyeurism 74
HKEY_CURRENT_USER\Software\_hsrb\kkws alyssa 75
HKEY_CURRENT_USER\Software\_hsrb\kkws amateurcam 76
HKEY_CURRENT_USER\Software\_hsrb\kkws amateurindex 77
HKEY_CURRENT_USER\Software\_hsrb\kkws amatuer 78
HKEY_CURRENT_USER\Software\_hsrb\kkws amatuers 79
HKEY_CURRENT_USER\Software\_hsrb\kkws amature 80
HKEY_CURRENT_USER\Software\_hsrb\kkws amatures 81
HKEY_CURRENT_USER\Software\_hsrb\kkws amazon 82
HKEY_CURRENT_USER\Software\_hsrb\kkws amazons 83
HKEY_CURRENT_USER\Software\_hsrb\kkws amber 84
HKEY_CURRENT_USER\Software\_hsrb\kkws america 85
HKEY_CURRENT_USER\Software\_hsrb\kkws americas 86
HKEY_CURRENT_USER\Software\_hsrb\kkws amputee 87
HKEY_CURRENT_USER\Software\_hsrb\kkws amputees 88
HKEY_CURRENT_USER\Software\_hsrb\kkws amsterdam 89
HKEY_CURRENT_USER\Software\_hsrb\kkws amy 90
HKEY_CURRENT_USER\Software\_hsrb\kkws anals 91
HKEY_CURRENT_USER\Software\_hsrb\kkws analsex 92
HKEY_CURRENT_USER\Software\_hsrb\kkws and 93
HKEY_CURRENT_USER\Software\_hsrb\kkws anderson 94
HKEY_CURRENT_USER\Software\_hsrb\kkws andersons 95
HKEY_CURRENT_USER\Software\_hsrb\kkws angel 96
HKEY_CURRENT_USER\Software\_hsrb\kkws angelina 97
HKEY_CURRENT_USER\Software\_hsrb\kkws animation 98
HKEY_CURRENT_USER\Software\_hsrb\kkws animations 99
HKEY_CURRENT_USER\Software\_hsrb\kkws anime 100
HKEY_CURRENT_USER\Software\_hsrb\kkws animes 101
HKEY_CURRENT_USER\Software\_hsrb\kkws aniston 102
HKEY_CURRENT_USER\Software\_hsrb\kkws anistons 103
HKEY_CURRENT_USER\Software\_hsrb\kkws ann 104
HKEY_CURRENT_USER\Software\_hsrb\kkws anna 105
HKEY_CURRENT_USER\Software\_hsrb\kkws anniston 106
HKEY_CURRENT_USER\Software\_hsrb\kkws applegate 107
HKEY_CURRENT_USER\Software\_hsrb\kkws arab 108
HKEY_CURRENT_USER\Software\_hsrb\kkws arabic 109
HKEY_CURRENT_USER\Software\_hsrb\kkws arabsex 110
HKEY_CURRENT_USER\Software\_hsrb\kkws archive 111
HKEY_CURRENT_USER\Software\_hsrb\kkws archives 112
HKEY_CURRENT_USER\Software\_hsrb\kkws ardell 113
HKEY_CURRENT_USER\Software\_hsrb\kkws are 114
HKEY_CURRENT_USER\Software\_hsrb\kkws art 115
HKEY_CURRENT_USER\Software\_hsrb\kkws arts 116
HKEY_CURRENT_USER\Software\_hsrb\kkws asain 117
HKEY_CURRENT_USER\Software\_hsrb\kkws ashton 118
HKEY_CURRENT_USER\Software\_hsrb\kkws asia 119
HKEY_CURRENT_USER\Software\_hsrb\kkws asian 120
HKEY_CURRENT_USER\Software\_hsrb\kkws asiannudes 121
HKEY_CURRENT_USER\Software\_hsrb\kkws asians 122
HKEY_CURRENT_USER\Software\_hsrb\kkws asphyxiation 123
HKEY_CURRENT_USER\Software\_hsrb\kkws ass 124
HKEY_CURRENT_USER\Software\_hsrb\kkws asscam 125
HKEY_CURRENT_USER\Software\_hsrb\kkws asses 126
HKEY_CURRENT_USER\Software\_hsrb\kkws asshole 127
HKEY_CURRENT_USER\Software\_hsrb\kkws asshole 128
HKEY_CURRENT_USER\Software\_hsrb\kkws assholes 129
HKEY_CURRENT_USER\Software\_hsrb\kkws asslicking 130
HKEY_CURRENT_USER\Software\_hsrb\kkws associate 131
HKEY_CURRENT_USER\Software\_hsrb\kkws athlete 132
HKEY_CURRENT_USER\Software\_hsrb\kkws athletes 133
HKEY_CURRENT_USER\Software\_hsrb\kkws athlets 134
HKEY_CURRENT_USER\Software\_hsrb\kkws audio 135
HKEY_CURRENT_USER\Software\_hsrb\kkws audios 136
HKEY_CURRENT_USER\Software\_hsrb\kkws australian 137
HKEY_CURRENT_USER\Software\_hsrb\kkws avi 138
HKEY_CURRENT_USER\Software\_hsrb\kkws avis 139
HKEY_CURRENT_USER\Software\_hsrb\kkws avi's 140
HKEY_CURRENT_USER\Software\_hsrb\kkws award 141
HKEY_CURRENT_USER\Software\_hsrb\kkws babe 142
HKEY_CURRENT_USER\Software\_hsrb\kkws babes 143
HKEY_CURRENT_USER\Software\_hsrb\kkws bach 144
HKEY_CURRENT_USER\Software\_hsrb\kkws backdoor 145
HKEY_CURRENT_USER\Software\_hsrb\kkws backdoors 146
HKEY_CURRENT_USER\Software\_hsrb\kkws bagget 147
HKEY_CURRENT_USER\Software\_hsrb\kkws baggett 148
HKEY_CURRENT_USER\Software\_hsrb\kkws bakke 149
HKEY_CURRENT_USER\Software\_hsrb\kkws balk 150
HKEY_CURRENT_USER\Software\_hsrb\kkws ball 151
HKEY_CURRENT_USER\Software\_hsrb\kkws balls 152
HKEY_CURRENT_USER\Software\_hsrb\kkws bang 153
HKEY_CURRENT_USER\Software\_hsrb\kkws bangs 154
HKEY_CURRENT_USER\Software\_hsrb\kkws bank 155
HKEY_CURRENT_USER\Software\_hsrb\kkws banks 156
HKEY_CURRENT_USER\Software\_hsrb\kkws bardot 157
HKEY_CURRENT_USER\Software\_hsrb\kkws bare 158
HKEY_CURRENT_USER\Software\_hsrb\kkws barrington 159
HKEY_CURRENT_USER\Software\_hsrb\kkws barrymore 160
HKEY_CURRENT_USER\Software\_hsrb\kkws bassett 161
HKEY_CURRENT_USER\Software\_hsrb\kkws bath 162
HKEY_CURRENT_USER\Software\_hsrb\kkws baths 163
HKEY_CURRENT_USER\Software\_hsrb\kkws battle 164
HKEY_CURRENT_USER\Software\_hsrb\kkws baywatch 165
HKEY_CURRENT_USER\Software\_hsrb\kkws bbw 166
HKEY_CURRENT_USER\Software\_hsrb\kkws bdsm 167
HKEY_CURRENT_USER\Software\_hsrb\kkws beach 168
HKEY_CURRENT_USER\Software\_hsrb\kkws bead 169
HKEY_CURRENT_USER\Software\_hsrb\kkws beads 170
HKEY_CURRENT_USER\Software\_hsrb\kkws bear 171
HKEY_CURRENT_USER\Software\_hsrb\kkws beauties 172
HKEY_CURRENT_USER\Software\_hsrb\kkws beautiful 173
HKEY_CURRENT_USER\Software\_hsrb\kkws beaver 175
HKEY_CURRENT_USER\Software\_hsrb\kkws beavers 176
HKEY_CURRENT_USER\Software\_hsrb\kkws bedroom 177
HKEY_CURRENT_USER\Software\_hsrb\kkws bell 178
HKEY_CURRENT_USER\Software\_hsrb\kkws belly 179
HKEY_CURRENT_USER\Software\_hsrb\kkws bellybuttons 180
HKEY_CURRENT_USER\Software\_hsrb\kkws belt 181
HKEY_CURRENT_USER\Software\_hsrb\kkws belts 182
HKEY_CURRENT_USER\Software\_hsrb\kkws bening 183
HKEY_CURRENT_USER\Software\_hsrb\kkws berry 184
HKEY_CURRENT_USER\Software\_hsrb\kkws best 185
HKEY_CURRENT_USER\Software\_hsrb\kkws better 186
HKEY_CURRENT_USER\Software\_hsrb\kkws big 187
HKEY_CURRENT_USER\Software\_hsrb\kkws biggest 188
HKEY_CURRENT_USER\Software\_hsrb\kkws biker 189
HKEY_CURRENT_USER\Software\_hsrb\kkws bikini 190
HKEY_CURRENT_USER\Software\_hsrb\kkws bilder 191
HKEY_CURRENT_USER\Software\_hsrb\kkws binaries 192
HKEY_CURRENT_USER\Software\_hsrb\kkws binary 193
HKEY_CURRENT_USER\Software\_hsrb\kkws bingham 194
HKEY_CURRENT_USER\Software\_hsrb\kkws bingo 195
HKEY_CURRENT_USER\Software\_hsrb\kkws bitch 196
HKEY_CURRENT_USER\Software\_hsrb\kkws bitches 197
HKEY_CURRENT_USER\Software\_hsrb\kkws bitchs 198
HKEY_CURRENT_USER\Software\_hsrb\kkws bithes 199
HKEY_CURRENT_USER\Software\_hsrb\kkws bitty 200
HKEY_CURRENT_USER\Software\_hsrb\kkws biz 201
HKEY_CURRENT_USER\Software\_hsrb\kkws bizarro 202
HKEY_CURRENT_USER\Software\_hsrb\kkws bizzar 203
HKEY_CURRENT_USER\Software\_hsrb\kkws bizzare 204
HKEY_CURRENT_USER\Software\_hsrb\kkws black 205
HKEY_CURRENT_USER\Software\_hsrb\kkws blackass 206
HKEY_CURRENT_USER\Software\_hsrb\kkws blacks 207
HKEY_CURRENT_USER\Software\_hsrb\kkws bleeth 208
HKEY_CURRENT_USER\Software\_hsrb\kkws bleu 209
HKEY_CURRENT_USER\Software\_hsrb\kkws blond 210
HKEY_CURRENT_USER\Software\_hsrb\kkws blonde 211
HKEY_CURRENT_USER\Software\_hsrb\kkws blondes 212
HKEY_CURRENT_USER\Software\_hsrb\kkws blow 213
HKEY_CURRENT_USER\Software\_hsrb\kkws blowjob 214
HKEY_CURRENT_USER\Software\_hsrb\kkws blowjobs 215
HKEY_CURRENT_USER\Software\_hsrb\kkws board 216
HKEY_CURRENT_USER\Software\_hsrb\kkws boards 217
HKEY_CURRENT_USER\Software\_hsrb\kkws bodies 218
HKEY_CURRENT_USER\Software\_hsrb\kkws body 219
HKEY_CURRENT_USER\Software\_hsrb\kkws bodybuilder 220
HKEY_CURRENT_USER\Software\_hsrb\kkws bodybuilders 221
HKEY_CURRENT_USER\Software\_hsrb\kkws bodybuilding 222
HKEY_CURRENT_USER\Software\_hsrb\kkws bodybuildings 223
HKEY_CURRENT_USER\Software\_hsrb\kkws bodys 224
HKEY_CURRENT_USER\Software\_hsrb\kkws bollywood 225
HKEY_CURRENT_USER\Software\_hsrb\kkws bollywoods 226
HKEY_CURRENT_USER\Software\_hsrb\kkws bombshells 227
HKEY_CURRENT_USER\Software\_hsrb\kkws bondage 228
HKEY_CURRENT_USER\Software\_hsrb\kkws bondages 229
HKEY_CURRENT_USER\Software\_hsrb\kkws boob 230
HKEY_CURRENT_USER\Software\_hsrb\kkws boobcam 231
HKEY_CURRENT_USER\Software\_hsrb\kkws boobies 232
HKEY_CURRENT_USER\Software\_hsrb\kkws boobs 233
HKEY_CURRENT_USER\Software\_hsrb\kkws book 234
HKEY_CURRENT_USER\Software\_hsrb\kkws books 235
HKEY_CURRENT_USER\Software\_hsrb\kkws boot 236
HKEY_CURRENT_USER\Software\_hsrb\kkws booty 237
HKEY_CURRENT_USER\Software\_hsrb\kkws bottom 238
HKEY_CURRENT_USER\Software\_hsrb\kkws boxing 239
HKEY_CURRENT_USER\Software\_hsrb\kkws boxings 240
HKEY_CURRENT_USER\Software\_hsrb\kkws boy 241
HKEY_CURRENT_USER\Software\_hsrb\kkws boyle 242
HKEY_CURRENT_USER\Software\_hsrb\kkws bra 243
HKEY_CURRENT_USER\Software\_hsrb\kkws braces 244
HKEY_CURRENT_USER\Software\_hsrb\kkws brad 245
HKEY_CURRENT_USER\Software\_hsrb\kkws brantz 246
HKEY_CURRENT_USER\Software\_hsrb\kkws braxton 247
HKEY_CURRENT_USER\Software\_hsrb\kkws break 248
HKEY_CURRENT_USER\Software\_hsrb\kkws breaks 249
HKEY_CURRENT_USER\Software\_hsrb\kkws breast 250
HKEY_CURRENT_USER\Software\_hsrb\kkws breasts 251
HKEY_CURRENT_USER\Software\_hsrb\kkws bridge 252
HKEY_CURRENT_USER\Software\_hsrb\kkws bridges 253
HKEY_CURRENT_USER\Software\_hsrb\kkws british 254
HKEY_CURRENT_USER\Software\_hsrb\kkws britney 255
HKEY_CURRENT_USER\Software\_hsrb\kkws brittney 256
HKEY_CURRENT_USER\Software\_hsrb\kkws brook 257
HKEY_CURRENT_USER\Software\_hsrb\kkws brooke 258
HKEY_CURRENT_USER\Software\_hsrb\kkws brown 259
HKEY_CURRENT_USER\Software\_hsrb\kkws brunette 260
HKEY_CURRENT_USER\Software\_hsrb\kkws brunettes 261
HKEY_CURRENT_USER\Software\_hsrb\kkws buddy 262
HKEY_CURRENT_USER\Software\_hsrb\kkws buddys 263
HKEY_CURRENT_USER\Software\_hsrb\kkws buffet 264
HKEY_CURRENT_USER\Software\_hsrb\kkws builder 265
HKEY_CURRENT_USER\Software\_hsrb\kkws builders 266
HKEY_CURRENT_USER\Software\_hsrb\kkws building 267
HKEY_CURRENT_USER\Software\_hsrb\kkws bullock 268
HKEY_CURRENT_USER\Software\_hsrb\kkws bullocks 269
HKEY_CURRENT_USER\Software\_hsrb\kkws buns 270
HKEY_CURRENT_USER\Software\_hsrb\kkws bunton 271
HKEY_CURRENT_USER\Software\_hsrb\kkws bush 272
HKEY_CURRENT_USER\Software\_hsrb\kkws bushs 273
HKEY_CURRENT_USER\Software\_hsrb\kkws business 274
HKEY_CURRENT_USER\Software\_hsrb\kkws butt 275
HKEY_CURRENT_USER\Software\_hsrb\kkws butthole 276
HKEY_CURRENT_USER\Software\_hsrb\kkws butts 277
HKEY_CURRENT_USER\Software\_hsrb\kkws buttsluts 278
HKEY_CURRENT_USER\Software\_hsrb\kkws c 279
HKEY_CURRENT_USER\Software\_hsrb\kkws cafe 280
HKEY_CURRENT_USER\Software\_hsrb\kkws cain 281
HKEY_CURRENT_USER\Software\_hsrb\kkws call 282
HKEY_CURRENT_USER\Software\_hsrb\kkws cam 283
HKEY_CURRENT_USER\Software\_hsrb\kkws cambell 284
HKEY_CURRENT_USER\Software\_hsrb\kkws camera 285
HKEY_CURRENT_USER\Software\_hsrb\kkws cameron 286
HKEY_CURRENT_USER\Software\_hsrb\kkws camp 287
HKEY_CURRENT_USER\Software\_hsrb\kkws campbell 288
HKEY_CURRENT_USER\Software\_hsrb\kkws cams 289
HKEY_CURRENT_USER\Software\_hsrb\kkws canyon 290
HKEY_CURRENT_USER\Software\_hsrb\kkws caprio 291
HKEY_CURRENT_USER\Software\_hsrb\kkws card 292
HKEY_CURRENT_USER\Software\_hsrb\kkws cards 293
HKEY_CURRENT_USER\Software\_hsrb\kkws carey 294
HKEY_CURRENT_USER\Software\_hsrb\kkws careys 295
HKEY_CURRENT_USER\Software\_hsrb\kkws carmen 296
HKEY_CURRENT_USER\Software\_hsrb\kkws carrera 297
HKEY_CURRENT_USER\Software\_hsrb\kkws carrey 298
HKEY_CURRENT_USER\Software\_hsrb\kkws carrington 299
HKEY_CURRENT_USER\Software\_hsrb\kkws carter 300
HKEY_CURRENT_USER\Software\_hsrb\kkws cartoon 301
HKEY_CURRENT_USER\Software\_hsrb\kkws cartoons 302
HKEY_CURRENT_USER\Software\_hsrb\kkws casta 303
HKEY_CURRENT_USER\Software\_hsrb\kkws catalog 304
HKEY_CURRENT_USER\Software\_hsrb\kkws caught 305
HKEY_CURRENT_USER\Software\_hsrb\kkws cavern 306
HKEY_CURRENT_USER\Software\_hsrb\kkws cd 307
HKEY_CURRENT_USER\Software\_hsrb\kkws cdrom 308
HKEY_CURRENT_USER\Software\_hsrb\kkws cdroms 309
HKEY_CURRENT_USER\Software\_hsrb\kkws celbrities 310
HKEY_CURRENT_USER\Software\_hsrb\kkws celbs 311
HKEY_CURRENT_USER\Software\_hsrb\kkws celeb 312
HKEY_CURRENT_USER\Software\_hsrb\kkws celeb 313
HKEY_CURRENT_USER\Software\_hsrb\kkws celeberities 314
HKEY_CURRENT_USER\Software\_hsrb\kkws celeberity 315
HKEY_CURRENT_USER\Software\_hsrb\kkws celeberties 316
HKEY_CURRENT_USER\Software\_hsrb\kkws celeberty 317
HKEY_CURRENT_USER\Software\_hsrb\kkws celebrateis 318
HKEY_CURRENT_USER\Software\_hsrb\kkws celebraties 319
HKEY_CURRENT_USER\Software\_hsrb\kkws celebreties 320
HKEY_CURRENT_USER\Software\_hsrb\kkws celebriteis 321
HKEY_CURRENT_USER\Software\_hsrb\kkws celebrites 322
HKEY_CURRENT_USER\Software\_hsrb\kkws celebriti 323
HKEY_CURRENT_USER\Software\_hsrb\kkws celebrities 324
HKEY_CURRENT_USER\Software\_hsrb\kkws celebritiesfree 325
HKEY_CURRENT_USER\Software\_hsrb\kkws celebritis 326
HKEY_CURRENT_USER\Software\_hsrb\kkws celebritites 327
HKEY_CURRENT_USER\Software\_hsrb\kkws celebrity 328
HKEY_CURRENT_USER\Software\_hsrb\kkws celebrity 329
HKEY_CURRENT_USER\Software\_hsrb\kkws celebrity 330
HKEY_CURRENT_USER\Software\_hsrb\kkws celebritys 331
HKEY_CURRENT_USER\Software\_hsrb\kkws celebrity's 332
HKEY_CURRENT_USER\Software\_hsrb\kkws celebritys 333
HKEY_CURRENT_USER\Software\_hsrb\kkws celebritys 334
HKEY_CURRENT_USER\Software\_hsrb\kkws celebs 335
HKEY_CURRENT_USER\Software\_hsrb\kkws celebs 336
HKEY_CURRENT_USER\Software\_hsrb\kkws celebs 337
HKEY_CURRENT_USER\Software\_hsrb\kkws centerfolds 338
HKEY_CURRENT_USER\Software\_hsrb\kkws chabert 339
HKEY_CURRENT_USER\Software\_hsrb\kkws channels 340
HKEY_CURRENT_USER\Software\_hsrb\kkws character 341
HKEY_CURRENT_USER\Software\_hsrb\kkws charles 342
HKEY_CURRENT_USER\Software\_hsrb\kkws chase 343
HKEY_CURRENT_USER\Software\_hsrb\kkws chastity 344
HKEY_CURRENT_USER\Software\_hsrb\kkws chat 345
HKEY_CURRENT_USER\Software\_hsrb\kkws chatroom 346
HKEY_CURRENT_USER\Software\_hsrb\kkws chatrooms 347
HKEY_CURRENT_USER\Software\_hsrb\kkws chats 348
HKEY_CURRENT_USER\Software\_hsrb\kkws chatsexcam 349
HKEY_CURRENT_USER\Software\_hsrb\kkws cheap 350
HKEY_CURRENT_USER\Software\_hsrb\kkws cheat 351
HKEY_CURRENT_USER\Software\_hsrb\kkws cheats 352
HKEY_CURRENT_USER\Software\_hsrb\kkws check 353
HKEY_CURRENT_USER\Software\_hsrb\kkws cheerleader 354
HKEY_CURRENT_USER\Software\_hsrb\kkws cheerleaders 355
HKEY_CURRENT_USER\Software\_hsrb\kkws cheri 356
HKEY_CURRENT_USER\Software\_hsrb\kkws cherry 357
HKEY_CURRENT_USER\Software\_hsrb\kkws chic 358
HKEY_CURRENT_USER\Software\_hsrb\kkws chicago 359
HKEY_CURRENT_USER\Software\_hsrb\kkws chick 360
HKEY_CURRENT_USER\Software\_hsrb\kkws chicks 361
HKEY_CURRENT_USER\Software\_hsrb\kkws chics 362
HKEY_CURRENT_USER\Software\_hsrb\kkws chin 363
HKEY_CURRENT_USER\Software\_hsrb\kkws chinese 364
HKEY_CURRENT_USER\Software\_hsrb\kkws chong 365
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My Way Speedbar Potentially Unwanted Program  more information...
Details: MyWay Speedbar is a search toolbar that installs into Internet Explorer and Netscape Navigator, adding search functions and popup blocking.
Status: Deleted


Twain Tech Adware (General)  more information...
Details: Twain-Tech is an adware based Internet Explorer browser helper object that deliver targeted ads based on a user’s browsing patters. Twain-Tech does not provide any other relevant purpose other then to display pop-up ads.
Status: Deleted

Infected files detected
d:\windows\smdat32m.sys


DesktopScam Trojan Downloader  more information...
Details: DesktopScam is a trojan that is downloaded with rogue security applicatons in order to frighten the affected user into purchasing the rogue program.
Status: Deleted

Infected files detected
d:\dokumente und einstellungen\all users\startmenü\security troubleshooting.url
D:\RECYCLER\S-1-5-21-1177238915-1957994488-854245398-1003\Dd4.ico


E2Give Adware (General)  more information...
Details: E2Give is an Internet Explorer Browser Helper Object (BHO) that redirects accesses to web merchants in order to claim their affiliate fees.
Status: Deleted

Infected files detected
d:\WINDOWS\system32\key.~
d:\WINDOWS\system32\log.~
d:\WINDOWS\system32\data.~


SpyFalcon Rogue Security Program  more information...
Details: SpyFalcon is a purported anti-spyware application to scan for and remove spyware from users' computers.
Status: Deleted

Infected files detected
d:\dokumente und einstellungen\all users\startmenü\online security guide.url


SurfAccuracy Adware (General)  more information...
Details: SurfAccuracy is an adware application that displays advertisements on the desktop and records keystrokes that are entered into certain search engines.
Status: Deleted

Infected files detected
D:\Dokumente und Einstellungen\Lilly\Lokale Einstellungen\Temporary Internet Files\Content.IE5\EL1AVM94\uninstaller.prod.v1002.23mar2006.exe[1].0c49b348ce1d3b98bec782d48a948dc2
D:\RECYCLER\S-1-5-21-1177238915-1957994488-854245398-1003\Dd10\SAccU.exe

Infected registry entries detected
HKEY_LOCAL_MACHINE\Software\SAcc 
HKEY_LOCAL_MACHINE\Software\SAcc srecovery !ZpHc• Î/I«​–w¢ø<
’"BCd±‰Þ
ÞåØˆF�1œ

ãÔ@šš#

¿ Êö…õ
HKEY_LOCAL_MACHINE\Software\SAcc DbgInfo |2006-05-29 13:38:58 GetInetFile - QueryInfo produced error 12150.
HKEY_LOCAL_MACHINE\Software\SAcc Version 1158
HKEY_LOCAL_MACHINE\Software\SAcc CfgReload 1148949538
HKEY_LOCAL_MACHINE\Software\SAcc SAData uid:1-cnt:0-t:---
HKEY_LOCAL_MACHINE\Software\microsoft\windows\currentversion\uninstall\SAcc 
HKEY_LOCAL_MACHINE\Software\microsoft\windows\currentversion\uninstall\SAcc DisplayName Surf Accuracy
HKEY_LOCAL_MACHINE\Software\microsoft\windows\currentversion\uninstall\SAcc UninstallString D:\Programme\SurfAccuracy\SAccU.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App Management\ARPCache\SAcc 
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App Management\ARPCache\SAcc SlowInfoCache 
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App Management\ARPCache\SAcc Changed 0


AproposMedia Hijacker  more information...
Details: AproposMedia is a component of PeopleOnPage that spawns pop-up ads and hijacks browser settings including the user's default homepage and search settings. Some variants may install a toolbar.
Status: Deleted

Infected files detected
D:\Old\Programme\CxtPls\CxtPls.dll
D:\Old\Programme\CxtPls\CxtPls.exe
D:\Old\Programme\CxtPls\ProxyStub.dll
D:\Old\Programme\CxtPls\WinGenerics.dll


IBIS.WinTools Browser Plug-in  more information...
Details: Bubba WinTools purpose is currently unknown. Bubba.wintools installs a Browser Helper Object, a URLSearchHook and drops several files in Common files\WinTools\. Bubba.wintools runs at startup
Status: Deleted

Infected files detected
D:\Old\Programme\Gemeinsame Dateien\WinTools\WSup.exe
D:\Old\Programme\Gemeinsame Dateien\WinTools\WToolsA.exe


IBIS.WebSearch Toolbar Toolbar  more information...
Details: WebSearch Toolbar is an Internet Explorer search hijacker.
Status: Deleted

Infected files detected
D:\Old\Programme\Toolbar\common.dll
D:\Old\Programme\Toolbar\toolbar.dll


ABetterInternet.Aurora Adware (General)  more information...
Details: ABetterInternet.Aurora is an adware program that spawns pop-ups on the desktop based on the user's browsing.
Status: Deleted

Infected files detected
D:\Old\Programme\Toolbar\nzqlihv.wzg


KaZaA P2P Program  more information...
Details: Kazaa is a peer-to-peer (P2P) application that allows its users to join together in a network via the Internet and share files from each other's hard drives.
Status: Deleted

Infected files detected
G:\Eigene Dateien\DOWNLOAD FILES\Kazaa\kazaa_setup.exe

Infected registry entries detected
HKEY_CURRENT_USER\Software\Kazaa\Advanced 
HKEY_CURRENT_USER\Software\Kazaa\Advanced Status Installed
HKEY_CURRENT_USER\software\kazaa 
HKEY_CURRENT_USER\software\kazaa\Advanced Status Installed
HKEY_CURRENT_USER\software\kazaa\Settings +
HKEY_CURRENT_USER\software\kazaa\Settings Date 
HKEY_CURRENT_USER\software\kazaa\Settings UseCount 0
HKEY_CURRENT_USER\software\kazaa\Transfer +
HKEY_CURRENT_USER\software\kazaa\Transfer NoUploadLimitWhenIdle 1
HKEY_CURRENT_USER\software\kazaa Tmp 0
HKEY_CLASSES_ROOT\clsid\{66fc8717-efa7-4546-8c4a-e224f3a80c76} 
HKEY_CLASSES_ROOT\clsid\{66fc8717-efa7-4546-8c4a-e224f3a80c76}\TreatAs {0494D0DB-F8E0-41ad-92A3-14154ECE70AC}
HKEY_CLASSES_ROOT\clsid\{66fc8717-efa7-4546-8c4a-e224f3a80c76} 
HKEY_LOCAL_MACHINE\software\microsoft\windows\currentversion\app management\arpcache\p2p networking 
HKEY_LOCAL_MACHINE\software\microsoft\windows\currentversion\app management\arpcache\p2p networking SlowInfoCache 
HKEY_LOCAL_MACHINE\software\microsoft\windows\currentversion\app management\arpcache\p2p networking Changed 0


RBot.steam Trojan  more information...
Status: Deleted

Infected files detected
G:\Programme\Day Of Defeat 1.1\platform\steam_dev.exe


YourSiteBar Toolbar  more information...
Details: YourSiteBar from IST, the makers of numerous spyware threats, is an affiliate based marketing toolbar.
Status: Deleted

Infected registry entries detected
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\App Management\ARPCache\YourSiteBar 
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\App Management\ARPCache\YourSiteBar SlowInfoCache 
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\App Management\ARPCache\YourSiteBar Changed 0


IST.SideFind Browser Plug-in  more information...
Details: SideFind is a browser helper object (BHO) that add a side bar to Internet Explorer and displays alternate search results in the side bar.
Status: Deleted

Infected registry entries detected
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App Management\ARPCache\SideFind 
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App Management\ARPCache\SideFind SlowInfoCache 
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App Management\ARPCache\SideFind Changed 0


WhenU.Save Adware (General)  more information...
Details: WhenU.SaveNow is an adware application that displays pop-up advertising on the desktop in response to users' web browsing.
Status: Deleted

Infected registry entries detected
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App Management\ARPCache\WhenUSaveMsg 
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App Management\ARPCache\WhenUSaveMsg SlowInfoCache 
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App Management\ARPCache\WhenUSaveMsg Changed 0


